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ABSTRACT:

Objective: The rapid development of quantum computing poses an existential threat to classical cryptographic systems that
currently secure global digital infrastructure. In direct response to this quantum threat, post-quantum cryptography (PQC) has
emerged as a critical field dedicated to designing algorithms resistant to quantum attacks. Simultaneously, artificial intelligence (Al)
— particularly machine learning (ML) and deep learning (DL) — has demonstrated promising and emerging capabilities across
cybersecurity domains, including cryptography.

Methods: This systematic review was conducted by searching IEEE Xplore, ACM Digital Library, Springer Link, Google Scholar,
Scopus, and Web of Science using targeted keywords related to Al and PQC, covering literature published between 2015 and 2025.
A total of 62 peer-reviewed studies meeting predefined inclusion criteria were analysed.

Results: A total of 38 key studies were identified and analysed across four principal application domains: algorithm design and
parameter optimization (31.6%), cryptanalysis and security assessment (26.3%), side-channel attack detection and defense (23.7%),
and secure deployment on resource-constrained devices (18.4%). Practical case studies demonstrate measurable performance gains,
including a 27% reduction in key exchange time reported in a specific study [60] and 98.3% accuracy in side-channel attack detection
reported in a specific study.

Conclusions: The synergy between Al and PQC represents a pivotal frontier in cybersecurity. This review provides a structured
foundation for future interdisciplinary research in quantum-safe intelligent systems and identifies explainable Al (XAl) integration
as the most critical open research direction.

KEYWORDS: Atrtificial Intelligence (Al), Cryptanalysis, Deep Learning (DL), Post-Quantum Cryptography (PQC), Machine
Learning (ML), Quantum Computing, Side-Channel Attacks.

INTRODUCTION

The emergence of quantum computing represents one of the most profound technological shifts of the modern era, introducing
unprecedented computational capabilities that threaten the foundations of classical cryptography [1, 2]. Current public-key
cryptographic systems, including the widely-deployed Rivest-Shamir-Adleman (RSA) algorithm and Elliptic Curve Cryptography
(ECC), derive their security from the computational intractability of mathematical problems such as integer factorization and
discrete logarithms [3]. However, Shor's quantum algorithm [4] fundamentally undermines these hardness assumptions by solving
these problems in polynomial time, rendering the current cryptographic infrastructure vulnerable to quantum-enabled adversaries.
The global cryptographic community, led by the National Institute of Standards and Technology (NIST), has responded to this
existential threat through concerted efforts to standardize quantum-resistant cryptographic algorithms [5, 6]. These post-quantum
cryptographic (PQC) families include lattice-based constructions such as CRYSTALS-Kyber [7] and CRYSTALS-Dilithium [8] —
both selected by NIST for standardization [5] — code-based systems derived from the McEliece cryptosystem [9], multivariate
polynomial cryptography [10], and hash-based signature schemes [11]. Each family exploits distinct mathematical problems that
are conjectured to remain computationally hard even for powerful quantum computers [12, 13].

In parallel, artificial intelligence (Al) has undergone remarkable advances, with machine learning (ML) and deep learning (DL)
achieving breakthrough performance across diverse scientific and engineering domains [14, 15]. The application of Al to
cybersecurity — encompassing threat detection, anomaly identification, and vulnerability assessment — has gained substantial
momentum [16, 17]. The convergence of Al capabilities with the pressing requirements of PQC represents a fertile research frontier,
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offering novel approaches to algorithm optimization, cryptanalytic analysis, physical attack defense, and adaptive deployment
strategies [18, 19].

This systematic review aims to provide a comprehensive and structured analysis of the current state of Al applications within the
PQC domain. The review is organized as follows: Section 2 describes the methodology; Section 3 presents the taxonomy and results
including illustrative charts of study distributions; Section 4 discusses motivations, challenges, and recommendations; Section 5
proposes a new research direction; Section 6 addresses limitations; and Section 7 concludes the paper.

Research Contribution

This article presents a structured synthesis of current trends in combining Al and PQC. Unlike previous surveys which examined
either Al-based applications of cryptography or focused on developing PQC algorithms in isolation, this review bridges the two
areas across four pivotal PQC application domains [20, 21]. The contribution is timely: the threat of cryptographically-relevant
quantum computers (CRQCSs) is assessed as imminent within a 10-15 year horizon [22, 23], making Al-accelerated PQC
standardization and deployment a pressing research imperative.

Quality Assessment

Each of the 38 core studies was evaluated for methodological quality using three criteria: study type (experimental or theoretical),
reliability level (high, moderate, or low), and whether empirical results were independently reproducible. This assessment informed
the weight given to individual findings in the synthesis and is summarized in Table 1 below.

Table 1. Quality Assessment of Core Studies (n=38)

Application Domain Study Type Reliability ' No. of Studies
Level

Algorithm  Design & | Mixed (Exp. + = Moderate— | 12

Optimization Theoretical) High
Cryptanalysis & Security | Experimental High 10
Assessment

Side-Channel Attack = Experimental | High 9
Detection

Resource-Constrained Mixed (Exp. + | Moderate 7
Deployment Theoretical)

METHODOLOGY

The review methodology was designed to ensure comprehensiveness, reproducibility, and scholarly rigour. The scope is limited to
peer-reviewed journal articles and conference papers published in English between 2015 and 2025, focusing exclusively on the
intersection of Al or ML techniques with post-quantum cryptographic systems.

Information Sources

A comprehensive search was conducted across six major academic databases: (1) IEEE Xplore [24]; (2) ACM Digital Library; (3)
SpringerLink; (4) Google Scholar; (5) Scopus; and (6) Web of Science. This expanded selection — compared to earlier surveys —
ensures broad coverage of both theoretical and applied research relevant to Al-driven PQC [25, 26].

Search Strategy
The search string employed the Boolean OR operator across the following terms: "post-quantum cryptography", "machine learning

cryptanalysis”, "Al-based optimization", "quantum-resistant encryption”, "quantum-safe Al", "machine learning side-channel”, "Al

cryptographic design”, "deep learning PQC", and "neural network lattice”. This query was applied consistently across all six
databases for publications from January 2015 to December 2025.
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Inclusion and Exclusion Criteria

Avrticles were included if they: (1) are written in English and published as a peer-reviewed journal or conference paper; (2) address
the application of Al or ML techniques to one or more aspects of post-quantum cryptography; and (3) were published between 2015
and 2025. Articles were excluded if they addressed classical cryptography only, presented Al applications unrelated to cryptography,
or consisted of non-peer-reviewed grey literature [27].

Data Collection Process

All included papers were consolidated into a structured spreadsheet and annotated by Al technique employed, PQC application
domain, performance metrics reported, and identified limitations. An initial pool of 187 candidate articles was reduced to 62
included studies (meeting all inclusion criteria) after duplicate removal and eligibility screening; of these 62 included studies, 38
core studies were selected for detailed quantitative analysis based on the richness and completeness of their reported experimental
results [28]. Following PRISMA guidelines [27], the selection process proceeded through four stages: identification (187 records),
screening (removal of duplicates and off-topic articles), eligibility assessment (applying inclusion/exclusion criteria), and final
inclusion (62 studies for review; 38 for detailed analysis).

PRISMA Flow Diagram — Study Selection

Records identified through
Identificatio database searching
{n=187]
r
Records screened after ]
Screening duplicate removal ;j DUPI'Z:": ;:Tmed
{n = 163} J !
y
Full-text articles assessed | J Excluded {off-topic. non-
Eligibility for eligibil ity I peerreyviewed)
{n =101} I ! in = 62)
r
Studies included In review (n = 62} ] J Excluded (insufficient
Included of which 38 selected for o experimental data)
detailed quantitative analysis J ! {n = 24)

Fig 1. PRISMA Flow Diagram — Study Selection Process

APPLICATIONS OF ARTIFICIAL INTELLIGENCE IN POST-QUANTUM CRYPTOGRAPHY

The 38 analysed studies were classified into four principal application domains reflecting the main roles Al plays within PQC
systems. The distribution of these studies — illustrated in the charts below — reveals a research community that is simultaneously
advancing theoretical foundations and addressing practical engineering challenges.
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PQC Application Domain Distribution
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Fig 2. Distribution of Reviewed Studies (n=38) Across Four PQC Application Domains
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Fig 3. Publication Year Distribution of the 38 Reviewed Studies (2015-2025)

Algorithm Design and Parameter Optimization

The largest category (12 studies; 31.6%) focused on the application of Al techniques to the design and parameter optimization of
PQC algorithms. This reflects the computational complexity inherent in selecting secure and efficient parameters for high-
dimensional PQC schemes [29, 30].

Several studies employed genetic algorithms to automate the selection of lattice parameters in Learning With Errors (LWE)-based
constructions, achieving improved trade-offs between security strength and computational efficiency [31, 32]. Reinforcement
learning (RL) agents have been applied to dynamically adjust cryptographic parameters in response to evolving threat environments
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[33, 34]. Neural Architecture Search (NAS) has been utilized to design optimized cryptographic library implementations suitable
for constrained deployment environments [35]. Bayesian optimization has demonstrated particular effectiveness in tuning
CRYSTALS-Kyber parameters, achieving improvements of up to 18% in key generation time while maintaining NIST Level-3
security guarantees [36, 37].

Cryptanalysis and Security Assessment

The second category (10 studies; 26.3%) comprises studies applying ML techniques to cryptanalytic analysis and security evaluation
of PQC schemes [38, 39]. Al-based cryptanalysis provides a practical complement to formal mathematical analysis, capable of
identifying empirical weaknesses in concrete instantiations of cryptographic schemes.

Deep neural networks have demonstrated capability in identifying structural vulnerabilities within cryptographic primitives [40].
The landmark work of Gohr [41] applied neural networks to break reduced-round variants of the SPECK block cipher — although
applied to classical cryptography, it demonstrates potential applicability to Al-based cryptanalytic techniques within PQC contexts.
Support Vector Machine (SVM) classifiers and ensemble methods have been applied to distinguish between secure and potentially
weak key instances in lattice-based systems [42, 43]. Unsupervised learning approaches have been explored for vulnerability
analysis where labelled training data is scarce [44, 45].

Side-Channel Attack Detection and Defense

Nine studies (23.7%) addressed the detection and mitigation of side-channel attacks targeting physical implementations of PQC
systems [46, 47]. This category is particularly significant given the vulnerability of embedded and 10T deployments to power
analysis, electromagnetic emanation, and timing-based attacks.

Convolutional Neural Networks (CNNs) have emerged as a prominent architecture for side-channel analysis, with one study
reporting 98.3% detection accuracy with false positive rates below 0.5% against CRYSTALS-Kyber on FPGA platforms [48].
Transfer learning techniques have been investigated to enhance the generalizability of side-channel models to novel target
implementations [49, 50]. Deep learning power analysis attacks against both Kyber and Dilithium implementations have highlighted
the dual-use nature of Al in this domain [51, 52].

Secure and Efficient Deployment on Resource-Constrained Devices

The fourth category (7 studies; 18.4%) addresses the challenge of deploying PQC algorithms efficiently across heterogeneous
computing environments, with particular emphasis on resource-constrained devices such as 10T nodes, embedded systems, and
mobile platforms [53, 54].

Lightweight deep learning models have been designed to minimise encryption and decryption latency while reducing energy
consumption, addressing the critical power constraints of battery-operated devices [55]. Reinforcement learning-guided hardware
optimization achieved a 32% reduction in FPGA latency for PQC implementations [56]. Integration of lattice-based cryptography
with RL has demonstrated quantum-resistant security in industrial 10T environments with acceptable computational overhead [57,
58].
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Fig 5. Key Performance Metrics Reported Across PQC Application Domains
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Table 2. Al-Augmented Performance in PQC Applications

Application Al Method Performance Gain | Accuracy | Reference
Quantum noise  Neural Reduced  photon  94.7% [59] Radanliev
filtering in QKD Network transmission  error (2024)
Ensemble rate

PQC key exchange Deep Learning 27% faster key  96.4% [60] Gaddam
optimization Hybrid exchange (2021)
Side-channel CNN False positive rate < ' 98.3% [48] Wu & Xu
detection on Kyber 0.5% (2022)

Lattice parameter = Bayesian 18% reduction in  N/A [36] Al-Momani et
tuning (Kyber) Optimization  key-gen time al. (2023)

FPGA PQC hardware = Reinforcement @ 32% latency = N/A [56] Zhao & Keller
acceleration Learning reduction (2024)

Note: All performance figures in this table are study-specific and were obtained under distinct experimental conditions. Results may
vary significantly depending on implementation platform, dataset, and threat model; they should not be interpreted as general
benchmarks.

DISCUSSION

This review provides a structured synthesis of the rapidly evolving intersection between Al and PQC. The developed taxonomy
reveals a research community simultaneously advancing the theoretical foundations of quantum-resistant cryptography and
addressing practical engineering challenges.

MOTIVATIONS

Motivations Related to Algorithm Design

The complexity of parameter selection for PQC schemes makes Al-driven optimisation increasingly important and highly beneficial.
The modulus size, error distribution parameters, and key dimensions in lattice-based systems involve multi-objective trade-offs that
cannot be efficiently resolved through exhaustive manual search [29, 31]. Al optimisation methods reduce the design cycle from
months to days while simultaneously improving the security-efficiency balance. Reinforcement learning enables dynamic parameter
adaptation in response to evolving threat intelligence, a capability that is entirely absent from static parameter selection
methodologies [33].

Motivations Related to Security Assessment

Traditional mathematical security proofs operate under idealised assumptions that may not capture the full complexity of real-world
implementations [38]. Al-based cryptanalysis provides a practical complement to formal analysis, particularly valuable for newly
proposed PQC candidates during standardisation evaluation [39, 41]. The scalability of ML approaches to large parameter spaces
represents a significant advantage over classical cryptanalytic methods [42, 44].

Motivations Related to Implementation Security

Physical implementations of PQC algorithms introduce attack surfaces that lie outside the scope of mathematical security proofs
[46]. Al-based detection systems trained on physical measurement data provide a cost-effective and scalable defence mechanism
for side-channel attacks, without requiring expensive hardware countermeasures [48, 51]. This is especially valuable for resource-
constrained 10T deployments where traditional hardware protections are impractical [57].
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CHALLENGES

Adversarial Vulnerabilities

Al models employed in cryptographic applications are inherently susceptible to adversarial attacks in which carefully crafted
perturbations cause the model to produce incorrect outputs [61]. In a cryptographic security context, an adversary who can
manipulate inputs to an Al-based vulnerability detection system may cause it to misclassify insecure configurations as secure,
creating exploitable blind spots [62]. Development of adversarially robust training procedures specifically tailored for cryptographic
Al applications remains an open research challenge [63].

Explainability and Trust

High-performing deep learning models operate as opaque black-box systems. In high-stakes cryptographic applications, this opacity
is particularly problematic: security decisions informed by Al recommendations must be auditable and defensible to regulatory
bodies [64]. The design of explainable Al (XAl) frameworks specifically adapted to cryptographic analysis constitutes a pressing
research priority [65, 66].

Resource Constraints

The computational overhead introduced by Al components represents a significant barrier to deployment in resource-constrained
environments [53, 54]. Al-augmented PQC systems typically require substantially greater memory, processing capacity, and energy
consumption compared to traditional implementations. Current research into model pruning, quantisation, and lightweight neural
architecture design addresses some of these constraints [55, 67], but the fundamental tension between Al capability and
computational efficiency remains unresolved at the deployment edge.

Standardisation and Evaluation

The absence of standardised benchmarking frameworks for evaluating Al components within PQC systems creates significant
obstacles to reproducibility [5, 25]. Different research groups employ heterogeneous datasets, evaluation metrics, and threat models.
The establishment of standardised evaluation protocols, analogous to those developed by NIST for PQC algorithm standardisation,
would substantially accelerate research progress [68].

RECOMMENDATIONS

Recommendations to Algorithm Designers

Algorithm designers should prioritise Al-assisted parameter selection frameworks that explicitly incorporate security margin
requirements alongside computational efficiency targets. Genetic algorithms and Bayesian optimisation have demonstrated
effectiveness in this role [31, 36], but their application to the full breadth of NIST -standardised PQC families remains incomplete.
Collaboration between Al researchers and cryptographers is essential to ensure optimisation objectives are properly aligned with
cryptographic security requirements [18, 69].

Recommendations to Security Evaluators

Security evaluators should incorporate Al-based cryptanalytic tools as a standard component of PQC security assessment workflows,
recognising their complementary role alongside formal mathematical analysis [38, 41]. Evaluators should also establish adversarial
robustness testing protocols for any Al components integrated into security-critical systems [61, 62].

Recommendations to Implementation Engineers

Implementation engineers targeting resource-constrained environments should apply systematic model compression techniques —
including pruning, quantisation, and knowledge distillation — to reduce the computational footprint of Al components [55, 67].
Hardware-software co-design approaches leveraging FPGA acceleration guided by RL [56] offer promising pathways to achieving
both performance and security targets simultaneously.

Recommendations to the Research Community

The research community should prioritise the development of standardised evaluation frameworks enabling reproducible
comparison of Al-PQC integration approaches across consistent datasets and threat models. Investment in interdisciplinary research
partnerships bridging Al, cryptography, hardware engineering, and regulatory compliance is essential [68, 69].
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A NEW RESEARCH DIRECTION: EXPLAINABLE Al FOR PQC AUDITING
No existing study has comprehensively addressed the integration of explainable Al (XAl) frameworks specifically designed for the
auditing, trust validation, and regulatory certification of PQC-enabled systems [64, 65]. This gap is of critical importance given that

deployment of PQC in high-assurance environments — including government communications, financial infrastructure, and
healthcare data systems — necessitates not only functional security but also demonstrable and auditable decision-making processes
[66].

The challenge of explainability in AI-PQC systems is fundamentally distinct from general XAl research. Cryptographic security
decisions involve highly technical parameter spaces, probabilistic security bounds, and domain-specific threat models that are not
captured by existing XAl methodologies designed for computer vision or natural language processing applications [65]. Developing
XAl frameworks that provide interpretable explanations of Al recommendations within the specific context of lattice-based, code-
based, and multivariate PQC systems would represent a transformative contribution.

Furthermore, the homomorphic encryption and secure multi-party computation paradigms offer intriguing possibilities for
performing Al-based cryptographic analysis on encrypted data, enabling privacy-preserving security assessment without exposing
sensitive cryptographic parameters to external analysis systems [70, 71]. This direction remains entirely unexplored in the current
literature.

IMPLEMENTATION DEVELOPMENTS

Recent innovations in cryptographic implementation highlight the growing complexity and maturity of Al-driven cryptographic
systems crafted to support operations across both large-scale cloud computing and edge-based resource-constrained environments
[53, 56]. Al has been applied to Field-Programmable Gate Arrays (FPGAS), enabling real-time cryptographic parameter auto-tuning
that optimises performance and security indicators based on current system conditions [48].

Al has shown potential in hybrid cryptography systems, where it selects the most suitable post-quantum schemes under dynamic
network conditions, enabling adaptive security [33, 57]. Such adaptive cryptographic systems strike a balance between high-
throughput performance and the critically important property of forward secrecy — ensuring that previous communications remain
cryptographically secure even if future keys are compromised [72].

Table 3. Comparison of Key Research on Al in Post-Quantum Cryptography

Research Primary Focus Al Techniques Key Findings
(Citation)
Guo & Johansson @ Lattice-based SVM, Neural ML classifiers identify structural
[40] Cryptanalysis Networks weaknesses in lattice-based
cryptosystems
Sun et al. [18] PQC Design, = Genetic Optimized PQC parameters; addressed
Optimization, Algorithms,  RL, | explainability and adaptive deployment
Explainability NAS
Wu & Xu [48] Side-Channel Attack CNN 98.3% accuracy detecting timing
Detection attacks on CRYSTALS-Kyber on
FPGA
Zhang & Li [31] Parameter Optimization — Genetic Algorithm | Optimized lattice parameters balancing
Lattice security and computational efficiency
Gohr [41] Cryptanalysis of Block ' Deep Learning Neural networks break reduced-round
Ciphers SPECK variants; applied to classical

cryptography but demonstrates
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Research
(Citation)

Primary Focus

Al Techniques

Key Findings

Zaid & Aissa [44]

Al-Momani et al.

[36]

Zhao & Keller [56]

Singh & Prakash
[63]

Bhattacharya &
Mukhopadhyay [51]

Bansal & Kumar

[57]

Unsupervised ML — Side-
Channel

Lattice Parameter Tuning
(Kyber)

PQC Hardware
Acceleration

Adversarial  Robustness
Al-PQC

DL Power Analysis —

Kyber/Dilithium

IoT  Quantum-Resistant
Security

Clustering
Algorithms

Bayesian
Optimization

Reinforcement
Learning

Adversarial
Training, XAl

Deep Learning

Reinforcement
Learning

potential applicability to Al
cryptanalysis in PQC contexts

Unsupervised ML for side-channel
analysis when labeled data is scarce

18% reduction in key-gen time;
improved performance-security trade-
off

32% FPGA latency reduction via RL-
guided PQC implementation

Hardened CNN-based detectors against
adversarial inputs with XAl framework

Deep learning power analysis attacks
on Kyber and Dilithium highlight dual-
use Al

RL + lattice-based cryptography for
qguantum-safe industrial 10T

IMPLEMENTATION DEVELOPMENTS

Based on the synthesised literature, the following directions represent high-priority research agenda items for the AlI-PQC
community [62, 63, 65, 66, 68, 69, 70, 71]:

(1) Develop adversarially robust Al models for cryptographic settings, incorporating new training processes and self-defence
strategies to guarantee the integrity of Al-informed security decisions [61, 62, 63].

(2) Design and deploy explainable Al systems specifically tailored to cryptographic problems, enhancing auditability, transparency,
and end-user trust in vital security-related decisions essential for regulatory compliance [64, 65, 66].

(3) Introduce high-efficiency lightweight Al algorithms targeted at resource-constrained embedded security platforms, enabling
PQC to run on low-powered systems through model compression and efficient implementation frameworks [55, 67].

(4) Create synthetic, high-fidelity training inputs for cryptography Al studies, essential for developing robust Al models without
using vulnerable real-world cryptographic data that may be scarce or difficult to obtain safely [72].

(5) Investigate Al integration with advanced cryptographic paradigms such as homomorphic encryption and secure multi-party
computation to develop further quantum-safe Al applications capable of operating on encrypted data [70, 71].

(6) Explore Al-related ethical concerns and possible misuse in cryptanalysis, and develop countermeasures and policy guidelines to
achieve responsible development and deployment [73].

LIMITATIONS

Several limitations of this systematic review should be acknowledged. The selection of source databases, while comprehensive, may
have missed relevant works published in specialised venues or in languages other than English. The rapid pace of advancement in
both Al and PQC means the literature landscape is continuously evolving; studies published after the 2025 search cut off are not
captured. The four-category taxonomy necessarily involves interpretive judgements, and quantitative performance metrics reported
across reviewed studies were obtained under heterogeneous experimental conditions, limiting direct comparison.
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CONCLUSION

The integration of artificial intelligence with post-quantum cryptography represents one of the most consequential research frontiers
in contemporary cybersecurity. This systematic review has synthesized 38 peer-reviewed studies — supported by 73 references —
to produce a comprehensive taxonomy of Al applications across four principal PQC domains: algorithm design and optimization,
cryptanalysis and security assessment, side-channel detection and defence, and secure deployment on resource-constrained
platforms. The reviewed evidence suggests promising potential for Al-based approaches across all four domains, though results
remain context-dependent and subject to the specific experimental conditions of each study. In algorithm design, Al-driven
optimization has shown potential in producing parameter configurations that are difficult to obtain efficiently by manual methods.
In cryptanalysis, ML has demonstrated utility as a scalable complement to formal mathematical analysis. In side-channel defence,
CNN-based approaches have reported detection accuracies exceeding 98% with minimal false positives in specific experimental
settings. In deployment optimization, Al-guided hardware acceleration has been reported to reduce implementation latency by up
to 32% in specific studies. Looking forward, the development of explainable Al frameworks specifically adapted to cryptographic
auditing, the establishment of standardized Al-PQC evaluation protocols, and the exploration of privacy-preserving Al analysis
techniques represent high-priority directions. Sustained interdisciplinary collaboration among cryptographers, Al researchers,
hardware engineers, and regulatory specialists will be essential to realize the full potential of Al-enhanced quantum-safe security
systems.
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