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ABSTRACT: This study presents results of a systematic literature review (SLR) of the responsible use of artificial intelligence (AI) 

tools in higher education, identify patterns of ethical and irresponsible use, and propose a conceptual framework for predicting 

ethical AI adoption. Following PRISMA guidelines, was conducted on 60 peer-reviewed studies published between 2022 and 2026, 

sourced from Google Scholar. Studies were mapped against four research questions addressing AI tools used, their applications, 

reported unethical practices, and predictive modelling approaches. Results reveal that general AI, generative AI tools, and large 

language models dominate higher education contexts, primarily deployed for personalized learning, academic work, and teaching. 

Irresponsible practices were documented in one-third of studies, including academic integrity breaches (13.33%), algorithmic bias,  

and privacy violations. Critically, no existing study developed a real-time predictive model capable of monitoring ethical AI use, 

despite four studies demonstrating predictive modelling capabilities for other purposes. This study addresses a significant gap by 

proposing a novel conceptual framework that integrates AI tool deployment, user behaviour, governance measures, and predictive 

analytics to forecast ethical outcomes. The framework provides higher education institutions with a pathway toward data-informed, 

proactive governance of AI technologies.  
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INTRODUCTION  

Artificial Intelligence (AI) is fundamentally transforming higher education by enhancing teaching, learning, assessment, and 

administrative processes (Crompton & Burke, 2023). In contemporary educational contexts, AI refers to computer programs that 

learn from large datasets to perform tasks such as automated grading, personalized content recommendation, essay generation, 

grammar checking, and conversational tutoring through platforms including ChatGPT, Grammarly, Quillbot, and Gemini (Rahiman 

& Kodikal, 2024). Melnyk and Pypenko (2025) demonstrate that AI can strengthen educational ecosystems by connecting students, 

faculty, and administrative units into unified structures, suggesting that embracing this technology—which is unequivocally here to 

stay—can unlock substantial benefits when deployed ethically and responsibly. 

The rapid proliferation of AI tools has, however, outpaced the development of institutional policies and governance frameworks. 

Sova et al. (2024) demonstrate that student awareness, perceived usefulness, and access significantly influence adoption patterns, 

suggesting that technical progress delivers value only when students and educators can effectively integrate new tools into their 

everyday academic routines. Erdmann and Toro-Dupouy (2025) emphasize that institutional readiness and organisational 

complexity determine the success of AI initiatives, where responsible AI entails designing and using systems in ways that safeguard 

fairness, privacy, transparency, and accountability at every stage. 

Despite growing awareness of ethical dimensions, significant challenges persist. General codes of conduct raise awareness but rarely 

address day-to-day dilemmas, such as when to cite machine-generated text or how long student data may be retained (Rahiman and 

Kodikal, 2024). Institution-level guidelines often articulate ethical values yet fail to specify which units bear responsibility for 

auditing practice or which indicators signal emerging misuse, creating uneven application across faculties (Erdmann and Toro-

Dupouy, 2025). This gap between ethical principles and everyday practice leaves higher education institutions vulnerable to 

academic integrity breaches, privacy violations, and algorithmic bias. 

Existing models addressing AI in education remain fragmented, with limited effort to integrate structural, institutional, and 

behavioural factors into unified predictive frameworks. Student-focused studies frequently examine single disciplines, leaving 

adoption patterns across broader programmes understudied (Han et al., 2025). Consequently, insights gained in one context cannot 

be safely generalised across entire institutions, undermining attempts to establish common standards (Sova et al., 2024). 
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Above all, limited studies employ data science approaches to develop predictive models specifically targeting ethical and responsible 

AI use (Rahiman and Kodikal, 2024). This constrains the capacity to forecast where ethical problems will emerge or how severe 

they may become, forcing institutions to rely on reactive, trial-and-error approaches (Slimi and Carballido, 2023). Most importantly, 

the existing SLRs have not presented a conceptual framework for guiding the ethical and responsible usage of AI tools in higher 

education (Dube et al., 2026). For example, there exist SLRs focusing only on privacy concerns (Dube et al., 2026) while others 

concentrate on personalized learning approaches (Dube, et al., 2026) The present study addresses this gap by systematically 

reviewing existing literature and proposing a conceptual framework for predicting ethical and responsible AI use patterns in higher 

education. This SLR answers the following research questions: 

1. Which AI tools have been used in higher education contexts? 

2. How are these AI tools deployed across teaching, learning, research, and administrative processes? 

3. What forms of irresponsible or unethical AI use have been documented? 

 

METHODOLOGY 

This systematic literature review was conducted following the Preferred Reporting Items for Systematic Reviews and Meta-

Analyses (PRISMA) guidelines (Ajayi, 2023). PRISMA was selected because its step-by-step protocol enhances methodological 

transparency and facilitates replication or audit of search and selection decisions by other scholars (Taherdoost, 2022). Each stage—

from study identification to data extraction and synthesis—was meticulously documented to maintain reliability and replicability. 

The following search string was developed to capture relevant studies within the specified temporal and thematic scope: 

("artificial intelligence" OR "AI" OR "machine learning" OR "deep learning" OR "generative AI" OR "chatbot" OR "adaptive 

learning" OR "automated grading") AND ("higher education" OR "university" OR "universities" OR "college" OR "tertiary 

education") AND ("ethical use" OR "responsible use") AND ("misuse" OR "irresponsible use") AND ("model") AND ("predict" 

OR "forecast"). 

The search strategy incorporated criteria based on keyword frequency, author reputation, citation count, and publication source to 

ensure relevance and quality. Search filters prioritized the prominence of keywords in titles, abstracts, or main text, ranking studies 

by frequency of keyword usage. The study included journal articles published between 2022 and March 2026 and excluded any 

publications outside this scope.  The initial database search yielded 300 records from Google Scholar. Following removal of 

duplicates (n=2) and application of the date filter restricting publications to 2022–present (removing 24 records), 274 records 

proceeded to title and abstract screening. Full-text eligibility review, together with title-and-abstract assessment, excluded 214 

studies for reasons including non-English language, absence of higher education context, or lack of predictive or analytical 

components. The final sample comprised 60 articles meeting all inclusion criteria and forming the evidence base for synthesis. The 

60 extracted articles were synthesized thematically to address the four research questions and to identify patterns, gaps, and 

opportunities for future research. 

 

RESULTS  

This section presents findings of the SLR regarding the AI tools commonly used in academia, the applications of those AI tools, 

and the unethical and irresponsible usage of the AI tools. 

Mapping of Included Studies 

Table 1 presents a summary mapping of the 60 included studies against the four research questions, indicating the distribution of 

contributions across thematic areas. 

 

Table 1. Summary Mapping of Included Studies (n – 60) 

Research Question Studies Addressing the Question Percentage 

AI Tools used 60 100% 

Application of AI Tools 60 100% 

Unesthical and Irresponsible practices 53 88.33% 
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AI Tools Used in Higher Education 

Analysis of the 60 studies revealed diverse AI applications, with generic references to "AI" present in 41% of articles, Generative 

AI Tools in 26.00%, Large Language Models in 11%, and specialised systems including AI assessment platforms, multi-agent 

environments, and text-generation detectors each appearing in 22% of the corpus, which are depicted in Table 2 and Figure 1. 

 

Table 2. AI Tools used in Higher Education 

AI Tool Count Source 

AI (general) 26 

(Abdennour, Kemouss and Khaldi, 2025; Alawneh, 2025; AliKhan, 2024; 

Ariza and Mountford, 2025; Deckker and Sumanasekara, 2025; Fengrui, 

2025; Harwood, 2025; Huang, 2025; Istrate and Velea, 2024; Kapoor, 

Sankhla and Syed, 2026; Khan, 2025; Mistry, 2024; Molek, 2023; Nartgün 

and Kennedy,  2024; Niazai and Monib, 2025; Ortiz et al., 2025; Rothera 

and Macdonald, 2025; Series, 2024; Shukla,  2024; Singleton, 2025; 

Venkatesh and Preethi, 2025; Yazdandoust,  2025; Mishra and Varshney, 

2024; Kapoor, Sankhla and Syed, 2026; Bulut et al., 2024; AliKhan, 2024) 

Generative AI  16 

(Akb ar, 2025; Baker, 2025; Balthazaar, 2025; Echeverria-Caicedo et al., 

2026; Eze, 2024; Fitas, Ghosh and Maity, 2025; Freeman,  2025; Frieary, 

2025; Hagsér and Rademacher,  2025; Khojah et al., 2025; Lamrabet et al.,  

2026; Miller, 2025; Noviandy et al., 2024; Sarkam et al., 2025; Vorobyeva 

et al., 2025; Quang Sang et al., 2025) 

Large Language Models 7 
(Azoulay, Hirst and Reches, 2025; Ganai and Naikoo, 2025; Kaushik et al., 

2025; Kronqvist, 2025; Njee, 2025; Prather et al., 2023; Vyortkina, 2023) 

Other specialized Systems 14 

(Wadhwani and Mohadeb, 2025; Vorobyeva et al., 2025; Tariq, 2026; Singh 

and Sinha, 2025; Siddiqui et al., 2025; Prajapati,  2024; Paullet et al., 2025; 

Omirali, Kozhakhmet and Zhumaliyeva, 2025; Ogwueleka, 2025; Nwozor, 

2025; Masters dt al., 2025; Juárez et al., 2026; Jokhan et al., 2022; Abdelaal, 

2026)   

 

 

 
Figure 1: Distribution of AI tools used in higher education 
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General AI applications were the most frequently examined tools. Abdennour, Kemouss, and Khaldi (2025) employed AI to redesign 

non-technical curricula, introducing data-driven topic sequencing and automated mapping to graduate attributes. Ariza and 

Mountford (2025) powered decision dashboards for educational leaders with predictive AI analytics signalling enrolment trends and 

resource bottlenecks. Deckker and Sumanasekara (2025) described AI support for student services, noting improved turnaround in 

advising queries. FENGRUI (2025) applied optimisation algorithms to classroom scheduling, reducing instructor clashes and room 

idle time. Harwood (2025), Huang (2025), Istrate and Velea (2024), and Khan (2025) reported adaptive instruction and streamlined 

administration through intelligent content recommendations and real-time attendance tracking. 

Generative AI tools attracted substantial scholarly attention. Balthazaar (2025), Khojah et al. (2025), Miller (2025), and Noviandy 

et al. (2024) demonstrated that these platforms accelerated lesson planning and multimedia development by converting simple 

prompts into slide decks, infographics, and video storyboards. Akbar (2025), Baker (2025), Echeverria-Caicedo et al. (2026), and 

Fitas, Ghosh, and Maity (2025) described ChatGPT's support for essay drafting and formative feedback, highlighting coherence, 

citation quality, and linguistic accuracy. Frieary (2025) and Sarkam et al. (2025) designed critical-thinking tasks requiring students 

to refine or fact-check generated content. Vorobyeva et al. (2025) combined generative AI with machine-learning analytics to 

personalise readings according to individual comprehension levels. Eze (2024), Freeman (2025), and Hagsér and Rademacher 

(2025) integrated Microsoft Copilot into collaborative writing studios, tracking revision history. Lamrabet et al. (2026) compared 

ChatGPT with DeepSeek and Grok, identifying domain-specific gains in STEM problem explanations. 

Large Language Models featured prominently across multiple applications. Azoulay, Hirst, and Reches (2025) and Prather et al. 

(2023) employed LLMs for step-by-step coding tutorials, adapting to learner errors. Ganai and Naikoo (2025) scaffolded 

programming exercises with automatic hint generation. Njee (2025) supported academic writing by suggesting thesis-driven 

outlines. Kaushik et al. (2025) contrasted ChatGPT and Bard for concise responses in management courses. Vyortkina (2023) 

evaluated model performance across varied linguistic contexts to inform localisation strategies. 

Specialised AI systems appeared less frequently but addressed distinct challenges. Masters et al. (2025) developed an AI assessment 

platform for health-professions education, tracking competency milestones, and issuing remediation pathways. Mishra and 

Varshney (2024) implemented chatbots answering routine student inquiries within learning-management systems. AliKhan (2024) 

designed a multimodal information-assessment system checking source credibility by fusing text, citation, and image signals. Paullet 

et al. (2025) assessed GPTZero for text detection to support academic integrity workflows. Wadhwani and Mohadeb (2025) 

catalogued institutional suites featuring intelligent tutoring, predictive analytics, plagiarism detection, and automated grading within 

unified dashboards. 

The specialized systems, including natural language processing, were also identified, which according to Singh and Sinha (2025), 

and Ogwueleka (2025) and Jokhan et al. (2022) predicted final grades with Random Forest models, achieving over 80% accuracy. 

Tariq (2026) fed predictive analytics into curriculum updates by highlighting skill gaps relative to industry demand. Omirali, 

Kozhakhmet, and Zhumaliyeva (2025) synchronised tutoring agents within multi-agent systems, assigning tasks to the most 

effective bot. Juárez et al. (2026) presented Nested Learning, fusing generative AI with neuroimaging data for adaptive scaffolding 

in medical anatomy. Vorobyeva et al. (2025) adjusted digital resources in real time through combined pipelines, monitoring reading 

speed and quiz scores. Abdelaal (2026) paired AHP and TOPSIS with AI data to refine instructional strategies in engineering design 

studios. Nwozor (2025) explored text generators and code assistants, accelerating student software prototyping through auto-

completion and debugging suggestions. 

How AI Tools Were Used 

The 60 studies recorded three distinct applications of AI in higher education. Personalized learning was cited most frequently (47%), 

followed by research (32%), and lastly teaching (21%). The usage practice included AI detection, automation, task completion, 

learning enhancement, decision making, information generation, adaptive or ethical support, and specialised assessment. 
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Figure 2: Application of AI Tools in Higher Education 

 

Figure 2 shows that personalized learning dominates the rest of AI Tools applications. For example, a study by Tariq (2026) and 

Vorobyeva et al. (2025) fed learner analytics into adaptive engines, adjusting resources in real time. Mistry (2024), Khan (2025), 

and Niazai and Monib (2025) tailored pacing and content to individual preferences. Wadhwani and Mohadeb (2025) combined 

personalisation with institutional analytics to free instructors from routine monitoring. Omirali, Kozhakhmet, and Zhumaliyeva 

(2025) coordinated multiple intelligent agents to maintain learning path alignment with program outcomes. Abdennour, Kemouss, 

and Khaldi (2025) and Vyortkina (2023) added intelligent tutoring functions, providing automated hints and revision advice 

previously requiring human mentors. 

Application of AI tools to research was the second-largest category. Azoulay, Hirst, and Reches (2025), Akbar (2025), Baker (2025), 

and Echeverria-Caicedo et al. (2026) relied on large language models to draft, revise, or critique essays. Eze (2024) and Freeman 

(2025) demonstrated that code assistants improve programming assignments. Balthazaar (2025) blended essay support with 

intelligent tutoring. Njee (2025) monitored assignment progress through generated scaffolds. Mishra and Varshney (2024) 

embedded chatbots in learning-management systems to answer citation or formatting questions. 

Teaching tasks appeared in 10.00% of articles. Huang (2025), Rothera and Macdonald (2025), Siddiqui et al. (2025), and Prather et 

al. (2023) described AI modules suggesting lecture examples, grading quizzes, or simulating laboratory exercises. FENGRUI (2025) 

experimented with model-driven teaching strategies. Venkatesh and Preethi (2025) added automated assessment to large survey 

courses. 

Three studies focused on AI detection: Sarkam et al. (2025), Paullet et al. (2025), and Ogwueleka (2025) employed neural networks 

or specialised classifiers to distinguish human writing from generated text. Automation of repetitive work, with Singh and Sinha 

(2025) building workflow bots, Kaushik et al. (2025) scripting boilerplate for personalised handouts, and Bulut et al. (2024) 

automating large-scale forum scoring. 

Task-completion systems were also identified in the literature included in this study. Nartgün and Kennedy (2024) and Kronqvist 

(2025), prompting language models to complete essays and laboratory write-ups. Juárez et al. (2026) guided students through 

stepwise problem solving in medical imaging. Studies enhancing learning rather than personalising per student with Nwozor (2025) 

streamlining code prototyping, Shukla (2024) shortening feedback cycles, and Fitas, Ghosh, and Maity (2025) boosting teacher 

productivity. 
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Teaching constituted decision support, where Ariza and Mountford (2025) and Harwood (2025) mined enrolment or workload data 

to steer policy and staffing. The same proportion concentrated on information generation, seen in Ganai and Naikoo (2025) and 

Noviandy et al. (2024), producing near-human text, imagery, or code from minimal prompts. Quang Sang et al. (2025) tested 

adaptive innovation modules; Masters et al. (2025) created an AI platform for health-professions assessment; Hagsér and 

Rademacher (2025) offered brainstorming and writing feedback; Jokhan et al. (2022) developed a grade-prediction classifier; Frieary 

(2025) redesigned community-college curricula; Ortiz et al. (2025) managed digital transformation plans; Khojah et al. (2025) 

embedded generative-AI competencies for industry alignment; Singleton (2025) upgraded learning-management dashboards; 

Kapoor, Sankhla and Syed (2026) mirrored student ethical dispositions in virtual personas; AliKhan (2024) combined explainable 

AI with credibility checks; Lamrabet et al. (2026) piloted teacher training scenarios; Abdelaal (2026) integrated AI literacy via 

Python and TensorFlow workshops; Series (2024) together with Istrate and Velea (2024) blended AI into broader teaching and 

learning reforms. 

Irresponsible or Unethical Practices Reported 

The literature included in this study reports diverse unethical and irresponsible practices associated with educational AI, for example, 

Njee (2025) warned that large language models encouraged contract cheating. Rothera and Macdonald (2025) observed the use of 

AI tools for ghost-writing in seminar submissions. Hagsér and Rademacher (2025) points to uncredited use of AI feedback tools. 

Nwozor (2025) identifies code-assistant misuse. Baker (2025) and Eze (2024) and Sarkam et al. (2025) report the use of AI tools 

for plagiarism. It has been observed in literature that unscrupulous students take advantage of algorithmic biases in AI tools to 

promote social exclusion among diverse learners (Mountford, 2025, Mistry, 2024; Singleton 2025, Omirali, Kozhakhmet, & 

Zhumaliyeva, 2025; Mishra & Varshney 2024). 

Articles included in this study further highlighted that much of the work submitted by students was characterized by inaccuracies 

leading to substandard academic work. For example, Nartgün and Kennedy (2024) found that students auto-generated essays were 

characterized by factual error., a concern that students were now abusing AI tools to do their work Similarly, Kronqvist (2025) 

indicated AI academic work that is generated by irresponsible students has many citation hallucinations that are not corrected. 

Furthermore, Paullet et al. (2025) identified false positives when detecting AI-written text while Jokhan et al. (2022) warned of 

grade predictions mis-ranking high achievers and Vyortkina (2023) questioned reliability across languages. In addition, Venkatesh 

and Preethi (2025), Masters et al. (2025), Kapoor, Sankhla and Syed (2026), and Wadhwani and Mohadeb (2025) argue that advice 

and automated feedback from chatbots could mislead students and convince them to pursue unethical learning practices.  

Another concern was raised by Balthazaar (2025) and PRAJAPATI (2024) who report that students get unauthorized access to 

sensitive data collected and stored by AI models, which they abuse for their benefit. For example, Siddiqui et al. (2025) traced 

learner analytics dashboards and found a linkage of personal identifiers, which could be easily predicted. These privacy concerns 

are confirmed by Deckker and Sumanasekara (2025) and Vorobyeva et al. (2025) who highlighted issues of unconsented data 

retention while Juárez et al. (2026) point to cognitive sovereignty in neuro-adaptive platforms. Regarding teaching, Istrate and Velea 

(2024) and Series (2024) found that faculty lack skills to audit AI recommendations, creating dependence on opaque systems. 

Erosion of critical thinking and creativity was noted by Abdennour, Kemouss, and Khaldi (2025) and Akbar (2025), who observed 

students accepting generated answers without verification. Adding to this, the study also notes that several students are irresponsible 

and use AI tools to spread inaccurate information.  spread (AliKhan, 2024; Prather et al., 2023), 

 It can be concluded that there are fears about limited responsible integration of AI tools (Kaushik et al., 2025), concerns about 

general safety (Freeman, 2025), and the use of AI tools for non-innovations (Ortiz et al., 2025), promoting unequal access (Fitas, 

Ghosh and Maity, 2025), over-reliance on language models stalling skills development (Azoulay, Hirst and Reches, 2025), and 

absence of clear standards (Molek, 2023). 

Predictive models for identifying Unethical and Irresponsible use of AI Tools 

A limited number of papers contained elements that could serve as stepping-stones yet fell short of dedicated ethics trackers. Jokhan 

et al. (2022) created a Random Forest model predicting early course grades, maintaining focus on academic performance rather than 

integrity risks. Quang Sang et al. (2025) developed a hybrid SEM and ANN model forecasting GPT adoption across three countries, 

measuring variables centred on willingness and motivation rather than responsible use. Sarkam et al. (2025) came closest by training 

an ANN to estimate plagiarism and over-reliance probabilities, yet outputs were static risk scores rather than live monitoring systems 
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capable of flagging emerging misuse. Akbar (2025) built a web tool helping instructors design AI-resistant assessments, offering 

prevention rather than ongoing surveillance. On a different note. Sarkam et al. (2025) deployed a neural network to detect copied 

passages while Hagsér and Rademacher (2025) developed a tool to flag uncredited use of AI feedback tools These studies 

demonstrate that the field possesses technical capacity for predictive analytics. The critical gap lies in redirecting these capabilities 

toward models tracking plagiarism probability, bias likelihood, or privacy exposure in real time. 

Conceptual framework for predicting ethical and responsible AI use 

Addressing the identified gaps, this study proposes a conceptual framework linking five constructs drawn from the evidence base: 

AI-Tool Deployment, User Behaviour, Governance Measures, Predictive Analytics, and Ethical Outcomes. The proposed 

framework operates through four sequential mechanisms. 

1. Data Collection: Institutions log detailed usage data from AI platforms, capturing metrics including chat length, citation 

patterns, code-assistant calls, revision histories, and help-seeking behaviours. 

2. Real-Time Analytics. Predictive analytics modules process these data streams continuously, assigning risk scores for 

potential plagiarism, algorithmic bias, privacy breaches, or over-reliance. 

3. Triggered Governance: Elevated risk scores activate governance responses such as targeted training prompts, assessment 

redesign recommendations, temporary access limitations, or automated feedback directing users toward ethical practices. 

4. Continuous Improvement: Ongoing data flow refines both the predictive model and institutional policies, creating a learning 

cycle that progressively strengthens ethical outcomes. 

This conceptual framework integrates multiple theoretical perspectives. From learning sciences, it draws on self-regulated learning 

theory, positing that real-time feedback on AI use can enhance students' capacity to monitor and regulate their own behaviour. 

Organisational theory incorporates concepts of governance and accountability, recognising that institutional structures shape 

individual action. From ethics, it reflects principles of transparency, fairness, and beneficence, ensuring that predictive capabilities 

serve human flourishing rather than mere surveillance. 

The framework advances theory by linking learning-science constructs with formal ethics models, explaining why particular AI 

features encourage desirable behaviours or lead to misuse. Methodologically, it demonstrates how continuous usage data, survey 

responses, and interview insights can be integrated within unified research designs. Practically, it provides institutions with a 

prototype for data-informed, proactive AI governance, enabling early intervention rather than post-hoc policing. 

 

CONCLUSION  

This systematic literature review of 60 studies examining AI use in higher education reveals widespread adoption across teaching, 

learning, research, and administration, with general AI applications and generative tools dominating practice. Reports of academic-

integrity breaches, algorithmic bias, and privacy risks appear in one-third of the literature. Methodologically, most authors rely on 

descriptive reviews or single-site surveys, with only four studies attempting model or tool development. Critically, none provides a 

real-time predictive system capable of tracing misuse or guiding timely intervention. 

The conceptual framework presented responds to this deficit by linking AI deployment data to governance levers and predictive 

analytics, offering a pathway to monitor ethical risk as it emerges. Implementing and validating this framework can advance theory, 

strengthen research design, and supply institutions with practical dashboards supporting responsible, transparent, and learner-

centred AI integration. 

Future research should focus on developing and validating predictive models incorporating the framework's constructs, testing these 

models across diverse institutional contexts, and refining governance responses based on empirical evidence of effectiveness. Such 

work will move higher education toward routine, data-informed stewardship of AI technologies, ensuring that the undoubted benefits 

of artificial intelligence are realised without compromising the ethical foundations of academic practice. 

Summarize the principal contributions of the study. 

Avoid adding new data or claims not supported by the findings. 
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