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ABSTRACT: Digital transformation has reshaped the global business landscape, increasing efficiency while also giving rise to new 

risks in the form of digital fraud. This research aims to analyze the role of transparency as a strategic instrument in preventing fraud 

in the Indonesian digital business ecosystem. Using a qualitative multiple case study approach, data was collected through 

interviews, observations, and analysis of policy documents from technology-based companies. The results show that transparency 

significantly contributes to increased accountability and the effectiveness of internal controls. The implementation of digital audit 

systems, real-time monitoring, and blockchain technology has proven to reduce information asymmetry and the opportunities for 

fraud. However, its effectiveness is still influenced by institutional factors, digital ethics, and collaboration among regulators. 

Therefore, further research is recommended to develop a quantitative model that measures the impact of transparency on reducing 

fraud risk longitudinally across various digital business sectors in Indonesia. 
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INTRODUCTION  

Digital transformation brings fundamental changes for a company in carrying out its business activities. The shift from manual 

systems to information technology-based automation has not only improved operational efficiency, but also given rise to a new 

paradigm in data management and decision-making. The digital era requires companies to adapt to the utilization of technologies 

such as cloud computing, artificial intelligence, and blockchain  (Laksono et al., 2024; Ramadani & Firdaus, 2024). This technology 

allows for faster and more accurate integration of business processes. This phenomenon shows that digitalization is no longer just a 

strategic choice, but a structural need that determines the competitiveness of an organization in the global market (Porter & 

Hepperman, 2014). However, these changes also have consequences for how companies maintain the honesty, integrity, and security 

of information in their systems.  

The development of digitalization has also encouraged the emergence of various online business platforms and electronic 

transactions that change the pattern of interaction between companies, consumers, and their business partners (Melisa et al., 2025). 

Financial reporting systems can now be done in real-time and integrated through big data-based software (big data analytics) that 

demands high openness and accountability (Dharma & Hendri, 2022; Panjaitan et al., 2025). This condition indicates that 

information disclosure is an important aspect in maintaining public trust and preventing deviations in organizational behavior 

(Tapscott & Tapscott, 2016). However, on the other hand, automation and digitalization actually create new potential for system 

abuse and data manipulation that are not easily detected by conventional mechanisms.   

Although digitalization brings various innovative opportunities, the ease of data manipulation and weak internal 

supervision systems are challenges in digital business governance. Cases of misuse of customer data, manipulation of digital 

financial statements, as well as system-based fraud such as algorithmic engineering show that fraud in the digital context has more 

complex and difficult to identify characteristics compared to conventional fraud (Ali et al., 2022). Phenomena such as cyber fraud 

and data breaches have become a central issue in the Association of Certified Fraud Examiners modern corporate governance 

practices (ACFE, 2024) . Therefore, the issue of digital integrity is now an integral part of corporate governance strategies that are 

oriented towards sustainability and public trust.  
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Table 1. Fraud cases in Indonesia since 2021-2024. 

No  Year  Number of cases  Types of fraud  

1  2021  612 cyber cases  Phishing, Malware Ransomware  

2  2022  4,860 cybercrime 

cases  

Crypto Investment Scams, Social Engineering  

3  2023  3,758 cybercrime 

cases  

Sniffing (APK Mode), Phishing (Wedding Invitation/Ticket Mode), Illegal  

Loans, Illegal Investment  

4  2024  3,331 cybercrime 

cases  

Online Gambling (closely related to money laundering & fraud),  

Ransomware (including National Data Center/PDN cases), Crypto Fraud,  

Deepfakes  

       Source: Pusiknas polri, 2023; Central Statistics Agency, 2024  

 

Based on the table, the data shows a significant spike in cybercrime cases in Indonesia from 612 cases (2021) to 4,860 cases (2022). 

This surge reflects two things: the increase in people’s digital activities after the COVID-19 pandemic and the increased detection 

and reporting capabilities of law enforcement officials. However, after the peak of 2022, the number of cases decreased to 3,758 

cases (2023) and 3,331 cases (2024). This decrease does not necessarily mean a decrease in threats, but rather describes a shift in 

crime modes that are increasingly sophisticated and hidden. Fraud based cybercrime has a systemic impact on national financial 

stability. Cases such as crypto fraud and illegal loans not only cause direct financial losses, but also lower public trust in digital 

financial institutions (Stengos, 2025).  

Transparency emerged as a fundamental principle of good corporate governance that ensures information disclosure and minimizes 

opportunities for irregularities. Transparency is not only understood in administrative dimensions such as the disclosure of financial 

statements, but also includes the openness of systems, algorithms, and access to digitally auditable transaction data (Hendra & 

Fahlevi, 2024). Transparency serves as a social and technological control mechanism that allows various stakeholders to verify the 

validity of information. Thus, digital transparency is not only an indicator of organizational accountability, but also a strategic 

instrument in preventing fraud through reducing information asymmetry and improving the traceability of business processes (Healy 

& Palepu, 2001).  

Based on these problems, a number of important research questions arise: to what extent has the principle of transparency been 

applied in the digital business ecosystem in Indonesia? What factors affect the effectiveness of transparency in preventing digital 

fraud? How are transparency, accountability, and internal controls related in a technology-based business environment? Also, what 

kind of policy models can encourage the sustainable implementation of digital transparency? These questions are the conceptual 

basis for building an empirical analysis framework that focuses on the application of transparency as an instrument for fraud 

prevention in the digital era.  

As a conceptual solution, a digital transparency system needs to be developed through the integration of automated auditing 

technology, real-time monitoring, and blockchain-based verification. This approach can strengthen internal oversight and reduce 

the chance of fraud through early detection of data anomalies. Based on the Fraud Triangle Theory (Cressey, 1953), fraud occurs 

due to pressure, opportunity, and rationalization; in this context, transparency plays a role in reducing opportunities and rationalizing 

fraudsters through an openness mechanism that increases individual and organizational accountability. In addition, through the lens 

of Stakeholder Theory (Freeman, 1984), information disclosure to all stakeholders is an important element in building public 

reputation and trust. By presenting the latest empirical data on the implementation of digital transparency in the Indonesian business 

sector, this research is expected to make a theoretical and practical contribution to strengthening digital business governance with 

integrity and sustainability.  

 

METHODS  

This research uses a qualitative approach with multiple case study designs, which aims to understand in depth how transparency 

plays a role in fraud prevention in the digital business ecosystem. This approach was chosen because the phenomenon being studied 

https://doi.org/10.47191/ijcsrr/V8-i12-48
http://sjifactor.com/passport.php?id=20515
http://www.ijcsrr.org/
http://www.ijcsrr.org/


International Journal of Current Science Research and Review 

ISSN: 2581-8341    

Volume 08 Issue 12 December 2025    

DOI: 10.47191/ijcsrr/V8-i12-48, Impact Factor: 8.048   

IJCSRR @ 2025   

 

www.ijcsrr.org 

 

6368   *Corresponding Author: Nada Zhafira Almira                                        Volume 08 Issue 12 December 2025 

                   Available at: www.ijcsrr.org 

                                                    Page No. 6366-6372 

 

is complex, contextual, and cannot be measured quantitatively. In line with the view, the case study method allows researchers Yin 

Robert K (2003), to explore the social processes and dynamics that underlie digital transparency practices in various organizations. 

Data was obtained through in-depth interviews, participatory observations, and analysis of digital documents and corporate policies 

related to the application of good corporate governance principles and digital audit mechanisms (Creswell & James, 2018). The 

focus of the analysis is directed to identify behavioral patterns, supervisory strategies, and ethical challenges in the application of 

transparency as a fraud prevention instrument.  

Furthermore, data were analyzed using thematic analysis techniques (Braun & Clarke, 2006) to extract key themes that reflect the 

relationship between transparency, accountability, and digital risk control. The validity of the findings was maintained through 

triangulation of sources and methods, by comparing the results of interviews from industry players, regulators, and independent 

auditors. An interpretive approach is used to interpret the meanings that emerge from the data, taking into account the social and 

institutional contexts in which digital business practices take place (Creswell & Poth, 2018). Thus, this method is expected to 

produce a comprehensive understanding of how transparency can be formulated into a strategic instrument in preventing fraud and 

strengthening digital business governance with integrity.  

  

RESULTS AND DISCUSSION  

A. Level of Implementation of Transparency Principles in the Digital Business Ecosystem in Indonesia  

The application of transparency principles in the digital business ecosystem in Indonesia has shown significant developments, 

especially since the increase in information technology penetration after the COVID-19 pandemic. Based on empirical data from 

the National Police and BPS, the increase in cyber cases that occurred in 2022 reached 4,860 cases from 612 cases in 2021 is a 

momentum for the public and private sectors to strengthen good corporate governance policies through digitization of reporting 

systems, data-based audits, and transaction openness. Many companies are starting to implement real-time financial reporting and 

blockchain systems to suppress potential data manipulation. The implementation of this transparency is also strengthened by 

government initiatives through personal data protection regulations and cross-sector digital system integration policies (Mashudin, 

2024).  

However, the level of transparency implementation still varies between sectors. The financial industry, especially banking and 

fintech, tends to be more advanced due to strict supervision from the Otoritas Jasa Keuangan (OJK) and Bank Indonesia. The sector 

implements a digital audit system that can trace suspicious transactions automatically (Healy & Palepu, 2001). In contrast, the digital 

SME, mid-scale e-commerce, and startup sectors still face challenges in building an efficient transparency system due to limited 

resources and technological literacy (Margama & Fasa, 2025; Ramadhani et al., 2025). This shows that the implementation of 

transparency in Indonesia is not yet structural, but is still reactive to external pressure or fraud incidents that have occurred.  

In addition, interviews with X1, the Compliance Manager, revealed that the company actually has a transparency policy, particularly 

regarding financial reporting and compliance with OJK regulations. However, the implementation of this policy is still 

administrative in nature. Transparency has not truly become part of the company's cultural values, so employees view data disclosure 

as a legal obligation rather than a form of ethical commitment to the public.  

X2, the internal auditor, explained that the digital audits they conduct are actually running well, but the mechanisms for public 

transparency are still very limited. He gave an example that transaction data can only be accessed by internal teams and certain 

regulators, without an independent audit system that allows third parties to assess data integrity. According to him, in digital 

business, openness to external parties can actually increase customer and investor trust. However, many companies are still cautious 

and consider the reputational risks if their data is too open.  

Based on interviews and document analysis, it was found that transparency is often perceived as limited to administrative reporting, 

not as a corporate culture. Some companies only selectively open data to meet regulations, without providing public access or 

adequate independent audit mechanisms. In fact, as emphasized by Freeman & McVea (2005) Stakeholder Theory, transparency is 

actually a means of ethical communication between organizations and all stakeholders to maintain business trust and reputation. 

Therefore, although the principle of transparency has been recognized as important, its application still needs to be expanded into 

managerial practices inherent in organizational values.  
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B. Factors Affecting the Effectiveness of Transparency in Preventing Digital Fraud  

The effectiveness of transparency in preventing digital fraud is determined by the complex interaction between institutional,  

technological, and cultural factors of the organization. Institutionally, the success of transparency depends on the strength of 

systematically built internal and external oversight systems (Rosidah et al., 2023). Organizations with mature digital governance 

generally integrate automated auditing technologies, blockchain-based verification, and real-time monitoring to ensure the 

authenticity of data and prevent transaction manipulation (Indraprakoso & Haripin, 2023; Rijal et al., 2024). Empirical studies show 

that companies that adopt blockchain-based digital auditing systems tend to have lower fraud incidence rates, as they allow for early 

detection of data anomalies (Tapscott & Tapscott, 2016). On the other hand, organizations that still carry out manual oversight or 

have not integrated the principle of transparency in corporate governance policies are more vulnerable to misuse of access and 

digital data engineering. The phenomenon of increasing cases of APK sniffing and phishing in 2023 is evidence of the weak openness 

and supervision system in a number of digital companies in Indonesia.  

In addition, the competency factor of human resources and the culture of digital ethics play an important role in the effectiveness of 

transparency. Transparency is not only technical, but also moral and cultural. Its implementation demands individuals who 

understand the values of accountability, information security, and ethical responsibility in data management. Based on the Fraud 

Triangle Theory (Cressey, 1953),  fraud arises because of pressure, opportunity, and rationalization. In the context of digital business, 

strong transparency is able to suppress two key aspects of opportunity and rationalization through the implementation of open 

reporting policies and verifiable digital audit systems (Ratna et al., 2025). However, weak digital literacy and lack of corporate 

ethics training have caused many organizations to fail to instill a culture of transparency in a sustainable manner. This is especially 

true in companies with rigid hierarchical structures, where access to information is limited and internal reporting is not effective, so 

the risk of fraud remains high even though surveillance technology is available.  

The last factor is regulatory support and collaboration between stakeholders. The Government of Indonesia through the Otoritas 

Jasa Keuangan (OJK), the Ministry of Communication and Information Technology (Kominfo), and Badan Siber dan Sandi Negara  

(BSSN) have built a regulatory foundation through the Personal Data Protection Law (2022) and the establishment of the Indonesia 

Anti-Scam Center (IASC) in 2024. This policy strengthens the legal environment that supports information disclosure and the 

integrity of digital systems. However, its effectiveness is still constrained by cross-sector coordination and resistance from 

companies that are reluctant to share audit data due to concerns about corporate reputation. This condition shows that transparency 

cannot function optimally without an interconnected governance ecosystem between regulations, technology, and public ethics as 

affirmed by the Association of Certified Fraud Examiners (ACFE, 2024). Thus, synergy between parties is the main requirement for 

the realization of effective transparency in preventing digital fraud and maintaining the sustainability of public trust in Indonesia’s 

digital business ecosystem.  

C. The Relationship between Transparency, Accountability, and Internal Control in a Technology-Based Business Environment  

The results show that digital transparency has a direct correlation with increased organizational accountability and the effectiveness 

of internal controls. Based on empirical findings from interviews with internal auditors and compliance managers at several fintech 

companies, the implementation of a reporting system based on real-time data analytics speeds up the process of verifying 

transactions and detecting irregularities early. Transparency, in this context, is not only realized through the disclosure of financial 

statements, but also through traceability of data on digital systems that can be audited by internal and external parties. These findings 

strengthen the agency’s theory (Healy & Palepu, 2001) that information disclosure can reduce information asymmetry between 

management and stakeholders, thereby minimizing the opportunity for abuse of authority that is the root cause of fraud.  

Digital transparency also serves as a means of forming accountable behavior in a technology-based business environment. 

Companies that implement digital tracking and automated audit systems show a higher level of compliance with good corporate 

governance policies (Gaffar, 2024). Based on empirical data from the National Police and BPS in Table 1, the increase in fraud cases 

in 2022 which reached 4,860 cases is an indicator that weak transparency and internal control are still the main gaps in digital 

business practices. However, in 2023 and 2024 there will be a significant decrease in cases to 3,758 and 3,331 cases, which can be 

attributed to the start of the implementation of digital openness policies and automated supervision systems in several financial and 

online trade sectors. This indicates that transparency contributes to strengthening a more responsive and data-based internal control 

system.  
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From an organizational social perspective, the relationship between transparency and accountability is symbiotic. Transparency 

encourages a culture of information disclosure, while accountability ensures the information is used for ethical oversight and 

performance evaluation (Fadhilah et al., 2025; Padang et al., 2025). In a technology-based business environment, the openness of 

algorithms and auditing of transaction data plays an important role in creating a robust digital governance. This approach is in line 

with the view in Freeman & McVea (2005) Stakeholder Theory, that information disclosure not only strengthens the relationship 

between companies and capital owners, but also with consumers and regulators. Therefore, digital transparency is not just an 

administrative tool, but a strategic mechanism that ensures the effectiveness of internal controls through increased individual and 

collective responsibility at all levels of the organization.  

D. Policy Models That Drive the Sustainable Implementation of Digital Transparency  

The results of the study show that an effective policy model to encourage digital transparency must be based on three main 

components: (1) integration of digital audit technology, (2) adaptive information disclosure regulation, and (3) improving 

organizational digital literacy. From case studies conducted in the banking and e-commerce sectors, companies that adopt 

blockchain-based audit systems and real-time monitoring tools show better ability to prevent cyber fraud and transaction errors. 

This implementation reinforces the internal control function in layers and provides proof of audit that cannot be manipulated, in line 

with the principle of immutability in blockchain systems (Tapscott & Tapscott, 2016). Empirically, this model has been proven to 

reduce the potential for internal fraud because every digital activity is recorded and can be verified publicly and internally.  

At the national policy level, the existence of the Indonesia Anti Scam Center (IASC) and increased coordination between the OJK, 

Kominfo, and the National Police in the 2023-2024 period show the government’s commitment to strengthening the digital 

transparency ecosystem. Based on the OJK report (2024), the integration of public complaint data through CekRekening.id and 

banking digital reporting systems has helped identify more than 572 thousand digital fraud reports from 2017 to 2024. This initiative 

proves that cross-agency data collaboration-based policies can be a catalyst for the sustainable implementation of transparency. 

However, the main challenge still lies in the consistency of law enforcement and the availability of human resources who are able 

to manage audit technology effectively.  

In addition to structural factors, the sustainability of digital transparency also depends on a corporate culture that places openness 

and digital ethics as core values. The implementation of a digital code of conduct, cyber literacy training, and an incentive system 

for internal reporting (whistleblowing system) are important parts of the policy model that supports long-term fraud prevention. 

Transparency must be understood not only as an external demand from regulators, but as a reputational investment and competitive 

advantage for companies in the digital age. This is in line with the idea in Cressey (1953) the Fraud Triangle Theory, where 

transparency is able to suppress the two main elements that trigger fraud opportunity and rationalization through the creation of an 

open, measurable, and integrity business environment.  

 

CONCLUSION   

Based on the results of research on the role of transparency as an instrument of fraud prevention in the digital business ecosystem, 

it can be concluded that transparency has a strategic contribution in strengthening the accountability and effectiveness of internal 

control of the organization. The implementation of technology-based reporting systems such as real time analytics, blockchain 

verification, and digital audits has been proven to be able to reduce information asymmetry between management and stakeholders, 

thereby reducing the chance of fraud. Transparency not only functions as an administrative tool, but also forms an  organizational 

culture that upholds openness, integrity, and public trust. In addition, this study shows that the decrease in digital fraud cases in 

Indonesia between 2022 and 2024 correlates with the increasing application of transparency principles and system openness policies 

in the digital business sector.  

As a follow up, it is necessary to strengthen national and corporate policies that are oriented towards digital transparency in a 

sustainable manner. The government and supervisory institutions such as OJK, Kominfo, and BSSN need to expand information 

disclosure regulations by encouraging cross-agency data integration and the application of blockchain and AI-based audit technology 

to detect indications of fraud early. At the organizational level, it is important to instill the value of digital ethics, cyber literacy, and 

a transparent internal reporting system such as the whistleblowing system so that transparency becomes part of corporate culture, 

not just a regulatory obligation. With this collaborative and adaptive approach, transparency can serve as the foundation for integrity, 

innovative, and sustainable digital business governance in facing fraud challenges in the digital transformation era.  
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