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ABSTRACT: The pandemic created unsettling vulnerability as organization accelerated the shift to digital operations. One bright 

spot is that asset misappropriation, while still a top category of fraud, was down in the last 24 months perhaps due to more employees 

working remotely, with limited access to company assets. At the same time, remote working increased risks beyond just digital 

security. Hence, it is important to have effective internal controls to identify and prevent any kind of fraud. The increasing need for 

recruiting strong internal audit and risk management functions especially in public company is due to several factors, including 

increased regulatory scrutiny, greater stakeholder demands for transparency and accountability, and the growing complexity of 

business operations. With the increasing number of public companies, there is a greater need for effective internal controls and risk 

management systems to ensure financial reporting accuracy, prevent fraud, and meet regulatory requirements. Internal audit and risk 

management improve governance, decision-making, and identify risks for organizations. Strong functions require adequate 

manpower, trained personnel, and resources for effective performance. Group Audit and Risk Management (GARM) in one of public 

company, working on Internal Audit and Risk Management (IARM). To ensure GARM fulfils its responsibilities as a corporate 

center, they define Key Performance Indicators (KPIs) that are reviewed semi-annually by the Board of Directors (BOD). 

Unfortunately, one of the KPIs related to advisory and supporting roles, namely supporting the fulfilment of Group IARM manpower 

requirements, has not been met since 2013. The purpose of this study is to identify the root cause of the decrease in new recruit 

manpower fulfilment requests from Internal Audit and Risk Management functions in subsidiaries company and enhance the existing 

competency program in order to increase participation from Internal Audit and Risk Management functions. Using design thinking 

method and conducting in depth interview author may determine framework to enhance the programs that are more relevant to the 

competency needs. 
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INTRODUCTION 

Company objectives refer to the goals and aspirations that a company has set for itself. They help guide decision-making and prioritize 

resources and are an important part of a company's overall strategy. Common company objectives include increasing profits, 

expanding market share, improving customer satisfaction, and developing new products or services. Several risks must be overcome 

in order for the company to achieve its goal. Risk could be defined as the possibility that an unexpected occurrence would occur and 

have a negative impact on a person, a company, or society. In the context of business and finance, risk is often assessed based on the 

likelihood and potential implications of such occurrences. Fraud risk is one of the various types of risks that businesses are facing, 

and it will continue to exist. PwC (2022) found that fraud and economic and financial crime have substantial impacts on both large 

and small organizations. Companies with global revenues over $10bn experienced 52% fraud in the past 24 months, with one in five 

experiencing a financial impact of over $50m. Cybercrime is the biggest threat across organizations.  

The Institute of Internal Auditors (IIA) established International Standards for Professional Practice of Internal Auditing. These 

standards were revised in October 2017 to explicitly state the responsibilities of internal auditors and dictate the nature of internal 

auditing activities. The IIA (1210.A2) requires internal auditors to assess fraud risk and organizational risk management. The IIA 

(1220.A1, 2120.A2 and 2210.A2) also requires internal auditors to exercise due professional care by evaluating the probability of 

significant error, fraud, or non-compliance and by indicating how organizational personnel manage these risks. Finally, the IIA 

(2410.A1) mandates internal auditors to include their opinion and conclusions in engagement results, considering senior management, 

board, and stakeholders' expectations. 
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The increasing need for strong internal audit and risk management functions especially in public company is due to several factors, 

including increased regulatory scrutiny, greater stakeholder demands for transparency and accountability, and the growing complexity 

of business operations. A strong internal audit and risk management function requires adequate manpower to ensure effective and 

efficient performance of their duties. This includes having sufficient numbers of trained and qualified personnel, as well as the 

necessary resources, to effectively carry out the internal audit and risk management processes. Public companies nowadays compete 

not only for customers, but also for high-potential employees to help them achieve their goals. Recruiting high-potential employees 

is important because they could drive the growth and success of a company. They possess unique skills, qualities, and experiences 

that make them valuable assets to the organization. Hiring high-potential employees helps to ensure that the company has a pool of 

talent that can fill leadership positions in the future, reducing the risk of a talent shortage. 

Internal Audit and Risk Management Function has a significant role as the third line of defense in supporting the implementation of 

a good control system and risk management. GARM is a corporate function in the head office that has roles and responsibilities that 

are defined by Management. One of the roles and responsibilities is advisory and supporting i.e., As an internal consultant, providing 

business advisory and support for subsidiaries. The activities that are relevant in this research are support the fulfilment of Group 

IARM manpower requirements; and support Group IARM’s continuous learning and improvement. In this paper, we highlight the 

responsibility for fulfilling the need for internal auditors and risk management staff.  

Audit & Risk Development Program (ARDP) is a program for enhancing fresh graduates' competencies to meet the requirements of 

potential Auditors and Risk Analysts in Companies Group. This development program is designed to equip essential competencies 

as junior Auditors and Risk Analysts in technical and behavioral skill sets (knowledge and attitude). Therefore, they can accomplish 

their responsibilities as Auditor and Risk Analyst and have credibility following the Group standards. This program aims to build 

competent Auditors and Risk Analysts to work with minimum supervision. GARM has been conducting a competency development 

program for new recruits since 2010. Unfortunately, the participation trend from company subsidiaries in this program has been 

decreasing until now. The purpose of this study is to identify the root cause of the decrease in new recruit manpower fulfilment 

requests from Internal Audit and Risk Management functions in company subsidiaries and enhance the existing competency program 

in order to increase company subsidiaries participation. 

 

LITERATURE REVIEW 

Internal Audit 

The Institute of Internal Auditors (IIA) International Professional Practices Framework (IPPF) is a global framework for authoritative 

guidance for internal audit professionals, providing mandatory and recommended guidance as mandatory and recommended. Refer 

to IPPF (2017), internal auditing is an independent, objective assurance and consulting activity aimed at improving an organization's 

operations. It involves a systematic, disciplined approach to risk management, control, and governance processes. A code of ethics is 

necessary for this profession, based on trust in its objective assurance of governance, risk management, and control. One of the 

principles discussed is that internal auditors should utilize knowledge, skills, and experience for audit services. Furthermore, one of 

the rules of conduct states that internal auditors must engage in services with the necessary knowledge, skills, and experience, perform 

them according to International Standards, and continuously improve their proficiency and service quality. 

The IIA's Internal Audit Competency Framework offers a professional development plan for internal auditors at all career levels. It 

consists of four knowledge areas, three competency levels, and focuses on standards, situational functions, and key proficiencies. The 

framework also serves as an effective onboarding tool and multi-year training plan, helping chief audit executives identify and fill 

skill gaps within the audit function. Knowledge Areas: Professionalism, performance, environment, leadership, and communication. 

Professionalism involves the mission of internal auditing, charter, organizational independence, ethical behavior, and professional 

development. Performance involves governance, fraud, risk management, internal control, engagement planning, and engagement 

outcomes. Environment involves strategic planning, common business processes, social responsibility, and sustainability. Leadership 

involves strategic planning, coordinating assurance efforts, and quality assurance programs. 

Risk Management 

Olsson (2002) mention the definition of risk as the uncertainty of future outcomes. Uncertainty has two dimensions: the range of 

possible outcomes and the probability of an outcome occurring. The range of possible outcomes can be narrow, limited, or unknown, 

making it crucial to have an open mind. Probability refers to the chance that a particular outcome will occur, but it may not be exact 
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or even possible to calculate. The Committee of Sponsoring Organizations of the Treadway Commission (COSO) (2020) defines risk 

as the possibility of events affecting strategy and business objectives, including compliance risks. Compliance risks involve potential 

violations of laws, regulations, contractual terms, standards, or internal policies, potentially causing financial liability, penalties, 

regulatory sanctions, or negative effects on the organization or its personnel. Noncompliance or compliance violations are events 

associated with compliance risks. 

In June 2017, COSO published its updated Enterprise Risk Management (ERM) Framework, clarifying the role and objective of ERM 

and its integration into organizations' strategy-setting processes. The framework emphasizes the relationship between strategy and 

risk, and how improved risk management practices contribute to improved performance and value creation. Enterprise risk 

management is defined as the culture, capabilities, and practices that organizations use to manage risk in creating, preserving, and 

realizing value. The Institute of Risk Management (IRM) (2020) defines emerging risks are emerging in areas with limited knowledge, 

characterized by rapid, unexpected, or both occurrences. They can cause significant economic loss for society and impact charities 

directly or indirectly. Emerging risks may never occur or have a macro-level impact. Manage emerging risks with complex ownership 

assignment. Hardy et.al (2020) analyze organizations can translate emerging risks into familiar organizational risks, such as 

regulatory, strategic, and operational, to improve action and redistribute responsibility within the organization. 

Training & Development 

Training and development programs for the enhancement of employees' skills and abilities are provided by a variety of multinational 

corporations. Companies may not allocate career opportunities to employees with the necessary acquaintances and abilities, according 

to O'Herron and Simonsen (1995). Mel Kleiman (2000) emphasized the importance of orientation, management, and operational 

skills in employee training programs, forming the foundation for employee development. A successful employee training program 

should combine knowledge, career development, and goal setting to benefit both employees and the organization. As information 

technology systems advance, businesses must ensure their employees have the necessary knowledge, skills, and abilities to perform 

new tasks effectively. It is the organization's responsibility to ensure employees have the necessary skills and knowledge, aligning 

with their position and providing them promptly when needed. Organizations must prioritize employee training to ensure they are 

equipped with the necessary knowledge and skills for their roles.  

Competency based Training  

Tonhom et al. (2014) competence is an evolving concept with diverse meanings for individuals and nations influenced by institutional 

structures and labor processes. For some authors, such as Mulder et al. (2007), competence involves achieving expected standards for 

specific tasks and roles, or, in Kouwenhoven's (2010) opinion, capability to perform essential profession tasks to satisfactory 

standards. Competence refers to the skills and attitudes required for a functional, task-oriented, and industry-focused job. 

Competency-based training (CBT) is a method that awards credentials through assessments in a subject area. Participants take exams, 

write papers, complete assignments, and participate in industrial attachments, focusing on tangible evidence of learning rather than 

credit hours. 

Competence-based education, defined by International Competency-Based Medical Education (CBME), is an outcomes-based 

approach to medical education program design, implementation, assessment, and evaluation using a competency framework. This 

approach is a subset of another curriculum design, focusing on specific skills, behaviors, and knowledge outcomes, workplace 

assessments, and regular progress reviews to assess the achievement of competencies. The focus is on trainees' responsibility to 

achieve competencies, with the workplace providing suitable experiences. Competency-based progression is hoped to facilitate faster 

progress for successful trainees and defer progression for unsatisfactory ones. However, this approach has not been implemented in 

practice due to the recognition that attaining isolated competencies is not equivalent to safe professional practice, which requires 

accumulated experience and practical challenges like trainees rotating through set posts. 

 

RESEARCH METHODOLOGY 

Creswell (2014) explains research design are the specific procedure involved in the research process i.e., data collection, data analysis, 

and report writing. Research designs are categories of inquiry within qualitative, quantitative, and mixed methods approaches that 

provide specific guidance for research study procedures. 
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Figure 1 - Research Design 

 

The researcher will come up with the research question and research objective, then use the design thinking framework to identify 

the current situation and propose the idea. To support the research, data collection needs to be conducted. First step: gathering data 

through primary data from interviewing users (in depth interview) for initial insights to test the research hypotheses and through 

secondary data from internal data and literature review for supporting data to get the insights from primary data. The research objective 

is to identify the root cause of subsidiaries' unwillingness to participate in this program and to enhance the programs to be more 

relevant to user’s needs. The researcher conducted in-depth interviews to build empathy with users, aiming to find a more impactful 

solution. They collected internal data and reviewed relevant literature. As part of the core research framework, a design-thinking 

process was used to generate a recommended design solution. 

Utilizing in-depth interviews to collect primary data, this research uses a qualitative approach. Mason (2002) mentioned that an in-

depth interview is similar to a conversation in that there are two individuals discussing a topic of mutual interest, and ideally the 

discussion is relaxed, open, and honest. The detailed analysis of the first-hand data will be explained in the section of the paper called 

"Emphasize," which is part of the "Design Thinking Process." As for secondary data collection, it was collected from both internal 

data and a literature review, as explained in the previous section. The internal data collection is based on detailed supporting data for 

KPI review.  

There are 26 respondents who will be interviewed and observed in this study to cover the whole population because the size of the 

population that has the particular set of characteristics that are of interest is small and manageable. The respondent is Internal Audit 

and Risk Management Head of each subsidiary company. They are the ones who decide whether or not to participate in this program. 

Consist of two main parts, i.e., (1) exploring the pain and gain of the users by learning about their feelings and experiences regarding 

the existing program and (2) brainstorming to find solutions for the pain and gain. 

Design thinking is a problem-solving and innovation approach centered on human-centered design. It is solution-based and user-

centric, focusing on the solution rather than the problem itself. The first step is building empathy with users, which helps find more 

impactful solutions. Design thinking also involves observing product interaction, drawing conclusions based on research, and ensuring 

the user remains the focus of the final implementation (Ester Han, Harvard Business Review, 2022). Design thinking is an iterative 

process with three to seven phases, influenced by the Hasso Plattner Institute of Design at Stanford. The five-stage model is widely 

recognized for its teaching and application of design thinking. In this research, author use 5 stages of design thinking, according to 

the d.school, which are: 

1. Empathize: research user’s needs. 

2. Define: state user’s needs and problem. 

3. Ideate: challenge assumptions and create ideas. 

4. Prototype: start to create solutions. 

5. Test: try solution out. 

 

RESULTS AND DISCUSSIONS 

This section will discuss the forward-looking business solutions of the company. In addition to problem identification and 

recommendations, the explanation analysis, proposed solution, and proposed implementation plan will be examined. Data collection 

and analysis findings will also be elaborated upon.  
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Empathy  

Personas are categorized according to the company's business line; therefore, seven personas can be identified in this study. The 

components of user personas utilized in this study are: 

1. Work Experience. Work experience will provide insight into the work environment and the expectations of employers.  

2. Problems. Accurately defining the problem that is being faced has the potential to make it much easier when it comes to 

solving it. By defining a problem, author will have the opportunity to understand its root cause. 

3. Needs. Identifying needs in personas will help author propose some solutions.  

Author asked 11 questions to determine whether the persona understands the ARDP program, the persona's opinion of the program, 

the persona's reasons for joining and not joining the program, the persona's expectations of the program, the program's strengths, the 

challenges, and obstacles faced by the persona when joining the program, as well as the suggestions for the program. The author 

mapped, based on the ARDP business process and the results of the interview, what the personas thought and felt, what they did, what 

they heard from other parties about this program, what they saw when they joined this program, and what they say about this program. 

Below is a figure from the interview results that will be the basis for identifying pain and gain for customers: 

 
Figure 2 - Interview Recapitulation 

 

By understanding what persona’s think, feel, and do, program owners can identify their pain points or challenges. Pain points are the 

difficulties, frustrations, or unmet requirements that persona’s encounter. When program owners are able to identify these pain points, 

they can develop solutions or enhancements that resolve these particular obstacles, thereby delivering value to persona. 

Author use empathy maps to gain a more detailed and organized understanding of users' needs and goals. It helps author develop 

empathy for users by organizing and visualizing key insights about their thoughts, feelings, behaviors, and motivations. By examining 

their needs through the four lenses (says, thinks, feels, and does), we can also see the complexity of their needs (such as when they 

say one thing but do another) and discover solutions that meet them where they are. Empathy maps provide a structured framework 

for author to organize their findings and foster empathy, enabling them to make informed decisions that effectively address users' 

requirements. 
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Figure 3 - Empathy Map 

 

Define 

Based on the analysis of the empathy map, the identification of the requirements of the IARM Head as a user reveals a need for 

assistance in improving the recruitment process as the initial step in finding prospective employees for the company in order to meet 

the needs of the users. Collaboration among the project owner, users, and recruitment team to ensure the company attracts, hires, and 

retains the best employees is an important part that needs to be maintained consistently to make this program successful. The Value 

Proposition Canvas (VPC) is a useful tool to help author define customer jobs, pains, and gains related to IARM Head need for 

assistance in improving the recruitment process and finding prospective employees who can meet user needs and enhance program 

design with an updated curriculum. 

Ideate 

Ideation is the process of answering the gain and pain of the user from the customer profile. After conducting the empathy maps and 

defining the process, this research has identified the customer's pain and gain. This diagram clearly depicts the relationship between 

pain relievers and gain creators. Some of these ideas have been mentioned by users in interview sessions. However, some initiatives 

related to the recruitment process must be verified with the recruitment team responsible for this program in order to obtain relevant 

and useful recommendations for the team. Regarding answering gains and pains accurately, below is the value proposition canvas 

side, which fits what is gathered in the customer profile side. 
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Figure 4 - Value Proposition Canvas Analysis 

 

Prototype 

All the solutions that were identified in the ideation phase have already been discussed with related parties to get some feedback and 

responses. The related parties that involved are users that interviewed in empathize stage, GARM management, and recruitment team. 

There are several detailed information and practical insights to help in reducing risks and increasing the chances of creating a 

successful and user-centric solution. During this stage, instructional materials and resources are developed to support the prototype. 

This may involve creating presentations, handouts, interactive activities, case studies, or simulations that align with the competency-

based approach. The prototype training program is then tested through pilot sessions with a small group of alumni ARDP. This allows 

for feedback and insights on the effectiveness of the training materials, the clarity of instructions, and the overall learning experience. 

The information collected was used to analyze and synthesize feedback. This feedback helps identify areas of improvement, strengths, 

and weaknesses in the prototype training program. Authors identify common themes, recurring recommendations, and actionable 

insights that can guide the implementation of solutions. To determine whether adjustments or modifications are required, it is 

necessary to consider all feedback considering the initial concepts and determine whether any adjustments are necessary.  
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The prototype phase enables the development, testing, and adjustment of the new ARDP. The emphasis is on gathering feedback, 

evaluating program effectiveness, and making any necessary adjustments to increase the training program's effectiveness in 

developing the desired competencies. The preparation from the prototype stage to the test phase for competency-based training allows 

for a systematic evaluation and refinement of the program before its full implementation. 

Test 

The test phase will be conducted the following year. It would be relevant to provide a schedule for plan implementation. Creating a 

timeline during the test phase of a competency-based training program provides benefits such as clear milestones and deadlines, 

efficient time management, enhanced organization and coordination, improved stakeholder communication, risk mitigation, 

opportunities for evaluation and feedback, project accountability, and optimized resource utilization. It contributes to the overall 

success and effectiveness of the testing procedure and facilitates the achievement of the project's objectives. 

 

CONCLUSION AND RECOMMENDATION 

Conclusion 

After conducting interviews, Subsidiaries still require ARDP because graduates of the program can demonstrate that the skills, they 

learned there were very useful for advancing their careers in their respective companies. However, some adjustments are needed to 

ensure that this program remains relevant to the company's current and future needs. This is due to the fact that the existing program 

is incapable of assisting users in finding candidates who meet their requirements. In order to fulfill manpower requirements, strong 

collaboration among the user and recruitment teams is needed. The user is responsible for defining technical competency and keeping 

it up to date with international and best practice standards, as well as consider industry standards, emerging trends, and specific job 

requirements while defining the technical competency. The requirement will be communicated to the recruitment team as the first 

window to proactively finding, engaging, and ultimately hiring candidates that they think would fit the company and the role. 

Based on the interview results from users, the author concluded that maximizing and diversifying applications from various majors 

is one way to get sufficient numbers of candidates. A higher number of candidates will increase the success rate in recruiting; hence, 

the time consumed for interviewing candidates will reduce. Several initiatives have been taken to make the program more attractive, 

such as rebranding the program, an intensive campaign on social media platforms, increasing numbers of universities collaborating, 

and a new scheme of benefits provided during the program. 

Designing a competency-based training program with a comprehensive curriculum that covers IT audit, data analytics, and ESG and 

includes a certification plan for candidates is a strategic method for ensuring that candidates acquire the required skills and knowledge 

in these areas. Enhancing the other factors regarding strengthening the mentoring program and the empowerment of professional 

external facilitators will contribute to the effectiveness of the training program, participants' competency development, and the overall 

success of the organization in building a skilled and competent workforce. 

Recommendation 

Competency-based training program development is an iterative process. Continuously collect feedback, evaluate the effectiveness 

of the curriculum and assessments, and make any necessary adjustments to guarantee that the program meets the needs of candidates 

and aligns with industry standards. Implementing a 360-degree feedback process can provide valuable insights and multiple 

perspectives on the competencies and skills of individuals participating in this program, as well as a comprehensive view of the 

participants' competencies, strengths, and areas for development.  

Regarding assessment and measurement, future research should explore innovative assessment methods and tools for evaluating 

competency acquisition and proficiency. The effectiveness of different assessment approaches, such as simulations, performance-

based assessments, and digital badges, in accurately measuring competencies needs to be explored. E-learning will be utilized more 

effectively if the potential of adaptive learning technologies in competency-based training is also explored. How adaptive learning 

platforms can personalize the learning experience, dynamically adjust content based on the learner's needs, and maximize the 

development of competencies.  
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